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ABSTRAK 

Pada Mei 2021, Kebocoran data 279 juta penduduk Indonesia, termasuk 

nama, nomor telepon, alamat, gaji, dan data kependudukan lainnya, menimbulkan 

kekhawatiran serius terkait keamanan informasi. Hal ini mencerminkan perlunya 

perlindungan data pribadi. Penelitian ini menggunakan pendekatan kualitatif 

dengan fokus pada manajemen risiko sistem informasi. Data dikumpulkan melalui 

refrensi penelitian terdahulu,wawancara dan observasi, dengan studi kasus sebagai 

metode utama. NIST SP 800-30 digunakan untuk Analisis risiko, yang mencakup 

tahap penilaian risiko, mitigasi risiko, dan evaluasi risiko. Penilaian risiko 

dilakukan dengan Identifikasi karakateristik sistem, Threat Identification, 

Vulnerability Identification, analisis kontrol, penentuan kemungkinan, Impact 

Analysis, Risk Determination dan Control Recommendations. Hasil dari penilaian 

risiko didapatkan tingkat level risiko yang berbeda diantaranya empat level resiko 

Medium yaitu pada Data Informasi Administrasi Kependudukan, Server, Operating 

System, Jaringan. Dua level risiko Low yaitu komputer dan Staff Pengelola. Tujuan 

penelitian ini untuk mengetahui risiko serta tingkat risiko keamanan informasi yang 

terjadi ]dan juga memberikan rekomendasi kepada pengelola dan manajemen 

aplikasi poedak dispendukcapil Kabupaten Gresik tentang manajemen risiko 

keamanan informasi. 

Kata Kunci : Website, POEDAK,  Analisis Risiko, NIST SP 800-30   



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

http://digilib.uinsa.ac.id/ http://digilib.uinsa.ac.id/ http://digilib.uinsa.ac.id/  

 

ii 
 

ABSTRAK  

In May 2021, The data breach affecting 279 million Indonesian citizens, 

including names, phone numbers, addresses, salaries, and other demographic data, 

raises serious concerns regarding information security. This reflects the need for 

personal data protection. This research uses a qualitative approach with a focus on 

information systems risk management. Data was collected through previous 

research references, interviews and observations, with case studies as the main 

method. NIST SP 800-30 used is for risk analysis, which includes risk assessment, 

risk mitigation, and risk evaluation stages. Risk assessment is carried out by 

identifying system characteristics, identifying threats, identifying vulnerabilities, 

analyzing controls, determining likelihood, analyzing impact, determining risk and 

control recommendations. The results of the risk assessment obtained different risk 

levels including four Medium risk levels, namely on Population Administration 

Information Data, Server, Operating System, Networks. Two Low risk levels are 

computers and Management Staff. To assess the risks and security level of 

information within the Poedak application managed by the Civil Registration Office 

of Gresik District, and to provide recommendations to its administrators and 

management on information security risk management. 

Keywords: Website, POEDAK, Risk Analysis, NIST SP 800-30   
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