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ABSTRAK

PENERAPAN ALGORITMA PRESENT UNTUK ENKRIPSI DATA PADA
SENSOR INTERNET OF THINGS MENGGUNAKAN WOKWI DAN
NODE-RED

Oleh:
Yuna Ikbar Zaidan

Perkembangan Internet of Things (10T) yang pesat membawa tantangan baru dalam
keamanan data, terutama karena perangkat IoT memiliki keterbatasan daya,
memori, dan kapasitas komputasi yang menyulitkan penerapan algoritma enkripsi
konvensional. Penelitian ini bertujuan untuk menerapkan algoritma PRESENT
sebagai solusi lightweight cryptography pada sistem IoT, serta menguji validitas
dan performanya. Objek penelitian adalah simulasi perangkat ESP32 dan sensor
DHT22 pada platform Wokwi, dengan Node-RED sebagai sisi dekripsi, yang
dihubungkan melalui protokol MQTT menggunakan broker Mosquitto. Algoritma
PRESENT-80 diimplementasikan menggunakan MicroPython pada sisi ESP32 dan
JavaScript pada sisi Node-RED. Pengujian dilakukan melalui tiga metode, yaitu uji
test vector, uji Avalanche Effect, dan uji performa waktu enkripsi-dekripsi. Hasil uji
test vector menunjukkan seluruh skenario mendapatkan nilai PASS, membuktikan
validitas implementasi algoritma. Uji Avalanche Effect menghasilkan rata-rata
Hamming Distance sebesar 31,52 bit (49,24%) yang mendekati nilai ideal 50%,
menunjukkan difusi algoritma yang baik. Rata-rata waktu enkripsi pada ESP32
sebesar 1.054 milidetik dan dekripsi pada Node-RED sebesar 14 milidetik,
keduanya masih dalam batas interval pengiriman yang ditentukan. Penelitian ini
menyimpulkan bahwa algoritma PRESENT layak dan efisien diterapkan pada
ekosistem loT, walaupun performanya kurang baik jika dibandingkan dengan
algoritma seperti AES-128-CBC dan ChaCha20 dengan lingkungan yang sama.

Kata kunci: Internet of Things, Algoritma PRESENT, Enkripsi Data, Wokwi,

Node-RED
|



ABSTRACT

IMPLEMENTATION OF THE PRESENT ALGORITHM FOR DATA
ENCRYPTION ON INTERNET OF THINGS SENSORS USING WOKWI
AND NODE-RED

By:
Yuna Ikbar Zaidan

The rapid growth of the Internet of Things (IoT) introduces new challenges in data
security, particularly because IoT devices are constrained by limited power,
memory, and computational capacity, making conventional encryption algorithms
difficult to apply. This study aims to implement the PRESENT algorithm as a
lightweight cryptography solution for IoT systems and to evaluate its validity and
performance. The research object consists of a simulated ESP32 device and DHT22
sensor on the Wokwi platform, with Node-RED serving as the decryption side,
connected via the MQTT protocol using a Mosquitto broker. The PRESENT-80
algorithm was implemented using MicroPython on the ESP32 side and JavaScript
on the Node-RED side. Testing was conducted through three methods: test vector
validation, Avalanche Effect analysis, and encryption-decryption performance
measurement. Test vector results showed that all scenarios passed, confirming the
correctness of the algorithm implementation. The Avalanche Effect test yielded an
average Hamming Distance of 31.52 bits (49.24%), approaching the ideal value of
50%, indicating good diffusion properties. The average encryption time on the
ESP32 was 1,054 milliseconds and decryption on Node-RED was 14 milliseconds,
both within the configured transmission interval. This study concludes that the
PRESENT algorithm is feasible and efficient to be applied to the [oT ecosystem,
although its performance is less good when compared to algorithms such as AES-
128-CBC and ChaCha20 in the same environment.

Keywords: Internet of Things, PRESENT Algorithm, Data Encryption,

Wokwi, Node-RED
!
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