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ABSTRAK

ANALISIS TINGKAT KESADARAN KEAMANAN INFORMASI
KARYAWAN BERDASARKAN KERANGKA INFORMATION SECURITY
MANAGEMENT MATURITY MODEL (ISM3) DI PT XYZ

Oleh:
Muhammad Saiful Arifin

Keamanan informasi organisasi semakin rentan terhadap faktor manusia, sehingga
pengukuran kesadaran keamanan informasi karyawan menjadi kebutuhan mendasar
sebelum merancang intervensi yang tepat. Penelitian ini bertujuan menganalisis
tingkat kesadaran keamanan informasi karyawan PT XYZ berdasarkan dimensi
people dalam kerangka ISM3 serta mengidentifikasi faktor-faktor yang
mempengaruhinya. Pendekatan mixed methods dengan desain explanatory
sequential digunakan, di mana data kuantitatif dikumpulkan melalui instrumen
HAIS-Q (18 item) terhadap 52 responden (Cronbach's Alpha = 0,925), dilanjutkan
wawancara mendalam terhadap lima informan yang dipilih secara purposive dan
dianalisis menggunakan thematic analysis. Hasil kuantitatif menunjukkan rata-rata
kesadaran keamanan informasi berada pada kategori Baik (mean = 4,347, skala 1—
5), dengan seluruh enam domain HAIS-Q berkategori Baik. Analisis tematik
menghasilkan tujuh tema utama, meliputi kesenjangan attitude-behaviour,
absennya SOP formal, minimnya pelatihan, hambatan psikologis pelaporan insiden,
variasi kesadaran antar jabatan, pragmatisme penggunaan WhatsApp untuk berbagi
dokumen sensitif, dan peran sentral komitmen manajemen. Integrasi data melalui
Jjoint display memetakan kematangan kesadaran keamanan PT XYZ pada Level 2 —
Repeatable dari dimensi people ISM3, mengindikasikan praktik yang mulai
berulang namun belum terinstitusionalisasi secara formal. Peningkatan menuju
Level 3 memerlukan formalisasi SOP, pelatihan berkelanjutan, dan komitmen nyata

manajemen puncak.

Kata kunci: Kesadaran Keamanan Informasi, HAIS-Q, ISM3, KAB, Mixed
Methods.
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ABSTRACT

ANALYSIS OF EMPLOYEE INFORMATION SECURITY AWARENESS
LEVELS BASED ON THE INFORMATION SECURITY MANAGEMENT
MATURITY MODEL (ISM3) FRAMEWORK AT PT XYZ

By:
Muhammad Saiful Arifin

Organizational information security is increasingly vulnerable to human factors,
making an accurate assessment of employee information security awareness
essential before designing targeted interventions. This study aims to analyze the
level of information security awareness among employees of PT XYZ based on the
people dimension of the ISM3 framework and to identify the factors influencing it.
A mixed methods approach with an explanatory sequential design was employed,
in which quantitative data were collected via the HAIS-Q instrument (18 items)
from 52 respondents (Cronbach's Alpha = 0.925), followed by in-depth interviews
with five purposively selected informants analyzed using thematic analysis.
Quantitative results indicate that overall information security awareness falls within
the Good category (mean = 4.347, scale 1-5), with all six HAIS-Q domains
categorized as Good. Thematic analysis yielded seven key themes: the attitude—
behaviour gap, absence of formal SOPs, limited training, psychological barriers to
incident reporting, awareness variation by position, pragmatic use of WhatsApp for
sharing sensitive: documents, and the cefitral role of management commitment.
Integration of data through a joint display mapped PT XYZ's information security
awareness maturity at Level 2 — Repeatable within the ISM3 people dimension,
indicating recurring yet uninstitutionalized practices. Advancing to Level 3 requires
SOP formalization, sustained training programs, and demonstrable senior

management commitment.

Keywords: Information Security Awareness, HAIS-Q, ISM3, KAB, Mixed
Methods.
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